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My. J. Williams: We are looking at the industry role in collaboration
and how we can help protect our financial institutions and the payments
systems from all the attackers that we know are out there. I would like to
thank the Federal Reserve Bank of Kansas City for giving me such a won-
derful panel of eminent experts in the field, each representing a number of
different collaboration efforts, and they will be talking about that later. To
avoid any doubt, they are representing their collaborations and not the or-
ganizations you might otherwise associate them with. They will be talking
about how they work together.

I am going to set the scene for what is the role of collaboration. Some
key questions we need to ask ourselves are those I am sure you got in third
or fourth grade when you were trying to tell a story. They are the questions
about who, what, when, how, and most importantly, why. And the reason
why we are looking at collaboration is obvious. We cannot individually
solve the problems, protect all our organizations, have all the intelligence in
any one business. Therefore, we need to work together, share intelligence
and develop common standards and common systems. We need to work
for the societal good because all these things are trying to protect the whole
system, not just our individual institutions, but a whole set of payments
systems to protect all of our customers. That is the real driver. We need
to act from a moral point of view to restrict the bad actors from gaining
overall control of our payments systems. No one has all the cards, and we
need to try and understand what key points we need to bring together as
part of these collaboration initiatives, and to work together to be able to
properly attack them.

There are different types of collaboration, and when we were discussing
this in the run-up to the conference, there were a number of different ways
we categorize collaboration. We can certainly categorize it in terms of who
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are the actors that are collaborating. Is it purely the financial institutions? Is
it IT vendors? Is it service providers? Who actually needs to work together
to provide all of the expertise to combat the threats that we see?

There is a question of what we collaborate on. Is it purely on the systems
security side, or do we need to understand how that might impact our
business processes? Do we need to set standards within our business of how
we deal with clients and how we deal with other actors in the system? And
there is certainly a question of how we deal with external parties, including
our consumer customers whose view of security tends to be fairly lackluster.

There is a question of when we engage. Are we setting standards so that we
are protecting our businesses, or is it a post-event collaboration to try and en-
sure we remedy the fact as quickly as possible? And then there are many dif-
ferent ways we can actually engage. Certainly by looking at information shar-
ing, but also by working out whether there are common means of procuring
services. Maybe there is a common service we need to develop to protect our
organizations. There are a number of different ways we can work together,
and as I pass to the rest of my panel, they will be tackling these particular
discussions for each of their different collaboration initiatives.

I would like to finish by giving you a perspective on some lessons we can
learn from history. In the interest of transparency, I am not paid by any of
the European tourist boards whose castles are mentioned here, and these are
not potential scenes or sets for “Game of Thrones” either. However, I think
there are a lot of lessons from the Middle Ages that we can learn from. We
talked about ensuring our businesses are secure. Yesterday, we were talking
about building the walls higher, and these are great examples of high walls.
But there are all sorts of other protection we need to think about. Walls are
one sort of protection. However, if you built a castle which only had walls
and did not have any gates to get in or out, that would be pretty useless.
Therefore, we need to think about the security of who we let into the castle,
who we allow to do business, and how we identify them, who we let the
drawbridge down for, who we close the portcullises on. The castle at Chi-
non in France (upper right, facing page) is a great example of the purpose
of protection. That castle is geared to protect a particular physical feature, it
is that particular mount. Therefore, one of the key things we need to think
about when we are designing our security is to design it around the busi-
ness, to make sure it fits the business need. It would be perfectly possible to
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create a wonderful castle, maybe something like the Disney castle, which
did not fit a business need and was not protective of all of the assets and all
the data inside. Therefore, I think we need to be very focused on exactly
what we are trying to protect.

Now I will hand the program across to Charles Bretz from the Financial
Services Information Sharing and Analysis Center (FS-ISAC). Many orga-
nizations in this room are members of FS-ISAC, but I guess most of you are
from the payments side and possibly do not have an IT relationship with
them. So, Charles would like to introduce FS-ISAC.

Mp. Bretz: 1 will give a quick introduction of FS-ISAC. First, I want to
thank many of you who are members; you are the reason we have this in-
formation sharing and have this organization. For you who are not familiar
with FS-ISAC, we are a nonprofit formed in 1999 to protect the critical
financial services sector from cyberattacks. We are owned by the financial
services industry, so we are owned by the broker dealers, stock exchanges,
card brands, payments processors that send transactions to the card brands,
credit unions, banks and insurance companies. It is a financial services or-
ganization. We try to mitigate cybercrime from many different threat ac-
tors. After the 9/11 attack, our charter was expanded to protect against fis-
cal attack by sharing information. We process thousands of different threat
indicators a month, sometimes thousands per day. I will get into how we
are trying to adapt to that information flow, the speed of information. We
have grown quite rapidly. We have 5,900 participating institutions. We
have about 2,500 financial institutions bound by our operating rules, who
are under nondisclosure, under contract to share their information under
our operating rules.

A couple of years ago, our board of directors asked us to expand across
the U.S. borders. So now we have members in Western Europe, Australia,
Singapore and Japan. We are probably going to pick up some membership
in South America very shortly. Again, it is in response to members like
MasterCard, worldwide organizations that realized the threat is beyond the
U.S. borders.

How do we share information? We have two security operations centers
(SOCQ). Our original SOC is in suburban Washington, D.C. We also have
a backup center under contract through IBM in Poland that allows us to
expand the time zone coverage. Information goes both ways. It comes to
the SOC and it flows out of the SOC. Government sources of information
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are very important to us. We try to partner very closely with our govern-
ment partners. And then there are private sources of information that we
buy for our members using membership dues. Broad categories of member
communications are information security, physical security, business con-
tinuity, fraud investigations and payment risk. What we find is probably
90 percent of the information comes from our members. The information
from federal law enforcement and other sources is very important. But our
members usually find out about the attacks first. That information comes
in unfiltered. We try to coalesce that information and get it out to the
membership. But the key to FS-ISAC is you as our members. Many of you
work on the business side or on the payments side, and you are not an I'T
shop. When your organization joined FS-ISAC, it was probably from your
IT chief information security officer, your CIO. That is the primary con-
tact, but it has grown beyond that.

There are other ISACs, so there are other sectors. Nancy O’Malley is go-
ing to talk about some collaboration in the retail sector. Sandy Kennedy is
going to talk about that too. For instance, FS-ISAC shares some informa-
tion with other sectors. There is an aviation ISAC, oil and gas, there is a

multistate ISAC that covers state to municipal government. Information
could be shared between those sectors and FS-ISAC.

We have a number of information sharing and analysis tools. We keep
secure repositories of documents. For instance, we have a playbook for
denial of service attacks in its fourth edition. Those attacks sometimes
come from state actors. Recently, some have been non-state criminal ac-
tors. Members have shared information on how to defend against denial
of service attacks. That information is put in a secure portal, behind a
lot of security. Many times members want information about how other
members are reacting to particular threats, so we gather that with mem-
ber surveys. Membership is so large and we have special interest groups,
so we have different listservers for those groups. We do emergency calls
when an event comes up. Sometimes we will have 900 or 1,000 members
on a conference call to share the most recent information about a particu-
lar threat. We have semiannual meetings and they are very vibrant. We
run three sessions a year on cyberattack against the payment processes.
We run one for the United States and Canada, primarily against what we
call the U.S. checking account. There is going to be one in Europe this
year against current accounts. There also is one for the card processing
group. The Federal Reserve has been very supportive, so we want to thank
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the Fed for their support of those cyberexercises. Last year, 800 financial
institutions in the United States and Canada participated in that exercise.

Now let me explain our traffic light protocol (TLP). When you share
information under FS-ISAC operating rules, we color code the informa-
tion. Red means restricted within a certain small group. That restriction
is usually very short-lived. The small group works on the information and
decides what is credible before pushing it out a bit more broadly. Yellow or
amber means it can only be shared with FS-ISAC members. Green means
it can be shared with the membership and partners, including our govern-
ment partners. But when it goes to government sources, the Freedom of
Information Act becomes applicable. White means it can be shared with
everyone. We try to push out information at the lowest level possible to get
the broadest distribution of information to protect the network.

We also have what we call circles of trust. Our membership is large with
different groups that work on different issues. Groups will vet information,
and if it is just for that group it might stay contained. But many times it
goes out to a broader group. When that occurs, TLP is employed. For ex-
ample, it might be TLP red within the cyberintel group or the threat intel-
ligence council. And they are going to work on it and try to make it where
the membership can understand, and then it might be pushed out very
quickly with that analysis as amber to the 2,500 members who are under
nondisclosure. And then if we can, we push it out green, which means it
can be pushed out to all the support organizations that might be supporting
your bank or your company.

I want to talk quickly about automation. One thing that has come up is
the volume of information we push out at FS-ISAC is hard for our mem-
bers to deal with. So that process is becoming automated. We have worked
with the Department of Homeland Security (DHS) to develop a standard
to speed up the process. The bad actors, the criminal actors and nation state
actors can get into your organization quickly, and unfortunately, it takes a
lot of time for those attacks to be discovered. There is a need to speed up the
information, and the volume of information is so great our members asked
us to find a way to automate it. Our members generously provided funding
for a security automation solution. We are using a taxonomy developed by
DHS, STIX and TAXII (Structured Threat Information Expression and
Trusted Automated Exchange of Indicator Information), so we can have
machine readable information that can be pushed out to your devices like
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your firewalls, security management systems, your data integrity systems,

and those types of things. That is what FS-ISAC does.
Mpy. J. Williams: Thank you, Charles. Any questions from the audience

on Charles’ initial comments? I have one. It seems that over the last few
years we have seen a change in the type of threat actors. We have seen it
move from disorganized crime to transnational organized crime and state
actors. How do you react to that?

Mp. Bretz: 1 will start with transnational organized crime. Those crimi-
nals are very sophisticated and their business can be very profitable. They are
highly incented to attack our members. Because that business is profitable,
they have a lot of resources. They can share resources and it just builds upon
itself. That increases the need for collaboration. It is the same thing on the
state side. A well-funded state actor has a lot of resources, and as you said in
your opening comments, it is difficult for one financial institution to stand
alone against the state actor. We need the members’ information as well as
our partnerships with government partners to help defend against that.

My. J. Williams: Thank you, Charles. Now Nancy O’Malley from the
Payments Security Task Force is going to talk about how to secure card-
holder present transactions.

Ms. O’Malley: Thank you so much. It is my pleasure to be here to repre-
sent some really interesting work. Yesterday, the presentation divided some
of the work in the marketplace between public sector and private sector,
and by way of characterizing this effort, it is purely private sector. But I am
interested in finding out how we can take the work that has been done by
this group and do more.

What is the Payments Security Task Force (PSTF)? There has been some
information in the press; we would like to have more. PSTF is an initiative
launched by MasterCard. Our CEO, Ajay Banga, was concerned about
the progress toward migrating to EMV in the U.S. marketplace. As he en-
countered his counterparts and spoke with customers about their issues and
concerns, he felt there was a need to foster a different level of collaboration
at the most senior level in our marketplace in the payments security space.
He launched this effort in February a year ago. The goal was to bring to-
gether c-suite executives from various organizations and to gain and secure
their commitment to advancing solutions purely in the safety and security
space. There was an initial meeting of the CEOs and they made a series
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of commitments to be continuing participants. Those commitments were
that they had to personally attend meetings and that they would expend
company resources to advance initiatives the group collectively felt were
the appropriate focus for the PSTE It was an unusual and unprecedented
activity. He reached out to his counterpart at Visa, who was glad to support
this effort and join as an equal partner. That is how the PSTF was launched.

Let me talk about the structure of the task force and its focus. First was
that we would have a senior executive steering committee, and if you can
imagine bringing CEOs or c-suite executives from all the organizations, it
was an interesting proposition—lots of strong opinions, lots of disagree-
ment. But sharing and focusing on safety and security, and what we might
do collectively to advance that was definitely a shared concern and a shared
value. We also felt we needed a third-party manager to bring structure and
appropriate balance because it probably was not going to work if Master-
Card and Visa did that alone. We retained McKinsey to do that, and to
foster that spirit of collaboration, to advance appropriate work streams and
work efforts necessary to achieve our goals. Likewise, we appointed two
individuals, one from MasterCard and one from Visa, my counterpart at
Visa, Kim Lawrence and I. Together our role was to continue to advance
the PSTF’s day-to-day operations. Kim and I, together with McKinsey, are
the project management office.

We said we need to put some structure and organization together. We
asked what key things the PSTF needs to focus on that could allow us
to make some real difference in the marketplace without getting bogged
down in antitrust and other issues, which sometimes become obstacles to
our collaboration in the industry. With the help of the steering committee,
those were defined as tokenization and encryption, EMV (obviously that
was the basis for the formation of this group in the first place), commu-
nications, and a group focused on the consumer experience. So, with each
senior executive agreeing to provide resources, we had multiday workshops
with technical individuals within their respective organizations who were
in a position to make a difference and provide the input necessary to do
the work.

In the tokenization/encryption space, we found, and I heard it yesterday
in the presentations, there is a great deal of confusion in the marketplace
about what tokenization is, how it is deployed, what the structure is today
and what it needs to be in the future. And so that particular task force was
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charged with developing a white paper to guide merchants, acquirers and
issuers on how the technology should be used, and how they should make
advances for their respective businesses and their respective markets. Of
course, it cannot provide definitive answers to all use cases, but a series of
use cases defined by these participants were designed to address how to-
kenization could be deployed in their specific markets and environments.
Merchants, acquirers and issuers were engaged in these work streams.

EMYV was where we started, and that was the history of the formation of
this group, so a great deal of effort was then placed behind EMV. As that
group formed, they learned a series of different things that needed to be
done. First, there was a lot of confusion in the marketplace about where
we were in our migration toward EMV. There were surveys that had been
done, but none with regular cadence. They were all point of time. And so
the participants in that particular work stream committed to contribute
data. It is not 100 percent of the marketplace and it was never designed
to be, but it provided a benchmark against which we could take these par-
ticipants who represented 80 percent of the U.S. market from an issuing
perspective, and measure their advancement of EMV from their perspec-
tive. Well, the measurement of EMV advancements and deployment from
an issuer side does not really do us much good without also looking at the
merchant perspective. Because there are so many merchants, it was impos-
sible to effectively do a survey of 100 percent of the merchant community.
Instead, it was decided the acquirers would work to provide data on what
they had done to support the merchant community. Admittedly, it is very
incomplete, but a good benchmark to measure, from a baseline perspective,
the advancements of the deployment of terminals in particular.

Yet to come will be information on when we start to see chip-on-chip
transactions. You can talk about the deployment of cards, the deployment
of terminals, but it is really the enablement of terminals and then the traf-
fic associated with chip-on-chip transactions that ultimately will start to
give us a feel for how quickly we are advancing in the marketplace. Are we
behind schedule, are we on schedule, are we accelerating? And although
we can see that activity from a network standpoint, we really did not feel
that just the network perspective alone would tell the full story. We are
not there yet in the collection of all this data; we are not there yet in the
publication of the data; but we are in process. Some might suggest we are
a little late or behind the timeline, and that is probably a fair criticism. But
the determination of this group was we have to start somewhere; we may
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be behind the timeline but we need to start now and move forward. They
are at a quarterly cadence to do just that.

Our communication work stream is the next interesting activity. The
communication teams came in believing their goal was to talk to the in-
dustry about the PSTF’s accomplishments. And to some extent that was
the charge we gave them. However, we have quickly determined there are
a host of communications issues around EMV and the market that needed
to be tackled and the principal one was the consumer experience. We heard
this loud and clear from the merchants who are participating. They had
concerns about whether there would be a slowdown at the terminal, what
their role would be, how much burden it would be to facilitate quick move-
ment through the checkout line and other burdens to advance the work we
were trying to do with EMV. What would be the merchant impact? That
input was invaluable to the work that we wanted to do to overcome that
particular issue. So, that interaction with senior officers from merchants
who participated in the task force, and also a variety of different market
segments, was really valuable to us.

The goal here was, and what our learnings were, that we needed to focus,
to set aside our differences and find the pathway forward that could quickly
allow us to make progress on advancing EMV. Another key element among
these was the development of a value-added reseller qualification program. It
is an interesting piece of work. It was designed to educate value-added resell-
ers to play an important role in the marketplace to educate merchants on
the value of EMV. More importantly, it discusses the implications of liability
shift and what it could mean to them and their businesses if they do not get
on board and work to advance the adoption of EMV in their businesses. That
program was designed to streamline and eliminate obstacles the industry had
created toward getting merchants into the program quickly.

Then finally, the last one is the launch of h#p://gochipcard.com. That is
very recent. It is a consumer education effort done in conjunction with
the EMV Migration Forum. I am sure many of you are participants and
are aware of the work of the EMV Forum. All of the work of the PSTF
was designed to support and tackle those issues that the EMV Forum
had not been able to do, and to supplement their efforts and was done in
coordination with them.

So finally, the PSTF’s accomplishments; we have twice published quar-
terly issuer and acquirer EMV survey results, published and distributed
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a payments security roadmap white paper, launched a U.S. EMV Value
Added Reseller Qualification Program and launched the hep://gochipcard.
com education microsite. We believe these accomplishments demonstrate
the commitment of our marketplace to work together, and how we can be
effective when we determine we need to do so. It also demonstrates that we
can find common ground to advance work that is critical to our market-
place. We built an integrated roadmap, which has provided great guidance
in what to invest, when to invest and how to invest. We have overcome
some real barriers and we are providing great data into the marketplace to
inform decision-making by these key stakeholders and participants. And
we are going to leverage this group to identify and anticipate issues in other
areas that impact safety and security going forward.

Mpy. J. Williams: Very interesting, the breadth of the collaboration and
the number of different stakeholders you have involved. Any questions
from the audience?

Mpy. Santana: Nancy, you mentioned you have been running this Pay-
ments Security Task Force for over a year. What are some of the key chal-
lenges and lessons learned you could share with the Secure Payments Task
Force as we embark on the same journey?

Ms. O’Malley: One key lesson from this is that at the outset, although this
organization does not have a legal structure and it does not have a charter,
it really is the commitment of the participants to build and foster collabora-
tion. Our ability to do that, and the success that was derived from this work.
We had folks with very different viewpoints, but we tackled some key initial
things that allowed us to build trust between the participants and to demon-
strate to each other how we can collaborate to move things forward. I think
what is really exciting about the Secure Payments Task Force is this marriage
of the public and private partnership, because there is only so much we can
do in the private industry world to advance some of these really important
initiatives. But when we marry that with the opportunity to work with the
Fed and to tap into their resources and insight, to advance this and provide
some structure, | think it really is an opportunity to take some of the work
we have done and move it to the next level. So I would say, start small, find
those things which we can tackle quickly together, agree on the spaces within
which to collaborate, and what you are not going to talk about to ensure you
continue to advance and do not get bogged down in some of the political
issues that clearly surround some of these things. That would be my advice.
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Mp. J. Williams: 1 would like to hand the presentation over to Sandy
Kennedy from the Merchant Financial Services Cybersecurity Partnership.
There is going to be more of a merchant perspective on these problems.

Ms. Kennedy: Good morning, everyone. There is a lot of attention paid
to the conflict between retailers, card networks and banks. And while there
remain significant disagreements and challenges, we really have been en-
couraged by the amount of collaborations over the last 18 months. Ob-
viously, with the major breach that occurred with one of our members
in December 2013, the Retail Industry Leaders Association (RILA) board
of directors, which at the time was chaired by the CEO of Target, saw a
necessity for us to come up with a plan to move forward in collaboration.
The CEOs clearly saw the payments system as an ecosystem, and there was
no way we could move forward in a collaborative way unless we included
everyone in that ecosystem. So they gave us direction, and it was very clear.
They said to collaborate where possible, only fight if we must.

The example I am going to talk about is how we acted on this direction
immediately, and it was with the formation of the Merchant Financial Ser-
vices Cybersecurity Partnership. This partnership started when I reached
out to Tim Pawlenty at the Financial Services Roundtable and found we
were likeminded on a lot of issues. We had the opportunity to agree on a
number of things. There were going to be things we disagree about, but
we were going to find those areas where there was agreement, and try and
move forward collectively. So together, with an outstanding team that he
had, and the RILA team, we pulled together 19 associations representing
the financial services and retail industries from all different areas, sizes and
formats. They were all at the table. And from that, we worked on five key
areas. | think ultimately the dialogue exceeded most of our expectations,
and in the end important relationships were forged. I think we were able
to talk about areas in which we disagreed in a way that was productive.
The challenge now is that the partnership has come to an end. It was never
intended to be a permanent body, but it is important that collaboration
continue, so we are going to look for ways to do that, and support and push
that forward.

Based on our experience, there are five major areas where collaboration
across the payments ecosystem is important. I would give high marks to
two that we were involved in, a mixed score to one and probably a fail-
ing grade on two. The one I will give really high marks to is cyberthreat
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information sharing. The ability to share with others in as close to real
time as possible, information about attacks faced and how they can be de-
feated, is one of the most valuable tools in the retail cybersecurity toolbox.
Through this partnership, we learned so much from the financial insti-
tutions that were involved, FS-ISAC and other organizations. With their
help, knowledge and experiences we were able to put together a Retail Cy-
ber Intelligence Sharing Center. This is a separate organization that will
house the retail ISAC. It is almost a year old and I think recently there was
a formal relationship formed with the FS-ISAC, which will be extremely
beneficial to both sectors.

The area where I also would give us OK marks is the payments eco-
system in terms of long-term payments and our view on that. There is a
tremendous opportunity right now in retail in terms of how we look at
omni-channel mobility, the digital world. There are so many opportunities
for how people are going to shop now and in the future. We had a really
good dialogue across all the industries on what we need to plan for this
next generation of threats and technologies. Tokenization was an important
part of this discussion, and while tokenization is still a ways from being
able to address card security in the near term, it has great potential in the
long term. We hope the collaboration, development and eventually how it
deploys continue.

The area where I give us mixed results was in legislation. Policymakers
at all levels, state and federal, were looking at ways to reduce cyberattacks.
The partnership really did help to inhibit, deter and distract lawmakers
who were looking to do kneejerk reactions to some of the cybersecurity
breaches that occurred in the retail industry. In working with the financial
institutions, we jointly called on Congress to pass legislation on sharing
cyberinformation, which provided liability protections in our sharing en-
vironments. The House of Representatives has passed this legislation, and
we are awaiting action in the Senate. What we disagreed on was what data
security legislation should look like. Banks want laws narrowly written for
banks to be applied to the rest of the economy. Retailers have endorsed
added standards based on more than a decade of enforcement by the Fed-
eral Trade Commission. We are still working on that and hoping we can
come to an agreement.

An area where we have had challenges and straight out disagreements—I
know Liz Garner talked about some of this yesterday—is standard setting.
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Retailers have long been frustrated with the process with PCI. We have
never had a seat at the table, never been asked for input, and so much of
what PCI dictates affects how we operate as retailers. We think we have a
meaningful perspective and input and would like to be part of that process
as we move forward.

The area of greatest concern and disagreement is how to improve security
on more than 1.2 billion cards in circulation. But before I get into the de-
tails of that disagreement, it is important to step back and look at the bigger
picture. The threat we face from cybercriminals is enormous and evolving,.
They are tenacious and sophisticated. Given the scale of that threat, we
must employ a variety of tactics to be successful. Further, it is our perspec-
tive that the important work we are doing to harden systems and share
threat information is limited by one undeniable truth. Criminals know
economics. They know how to look for information. They are tenacious
at looking for information that passes through our point-of-sale terminals,
and information that we capture. And it does not matter how thick or how
high we build the walls, the bad guys are motivated to find a way over,
under, or through. But while we are hardening these defenses, we need to
focus intensely on devaluing the data, removing the incentive for cyber-
criminals to lodge these attacks in the first place. When Europe grappled
with these issues a decade ago, the solution they employed was chip and
PIN. As a result, we saw substantial reduction in fraud. Since then, nearly
every other industrial country has followed Europe’s lead, deploying chip
and PIN. Not surprisingly, fraud, like water, flows to the path of least resis-
tance. That is why fraud migrated to the United States. As we all know the
payments ecosystem is in the process of migrating to EMV. Unfortunately,
we are not moving to chip and PIN like the rest of the world. Instead, we
are moving to chip and signature. With this migration, the United States
will sadly retain its position of being the path of least resistance.

Retailers believe that we need, and have an obligation, to walk and chew
gum at the same time when it comes to payments security. We must mi-
grate to the best security technology on the 1.2 billion cards in circulation,
and continue to work together to ensure our customers’ security with new
technologies and shopping opportunities.

My. J. Williams: As part of how we are dealing with innovative crimi-
nals, where can you innovate to try and protect your businesses against
them? How can you drive and promote that?
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Ms. Kennedy: The collaboration provides great insights into leading
practices. We had been patiently selling things and really did not consider
ourselves technology companies, which is what we are. We have become
technology companies. And so we had to change our mindset and think
differently. Again, through the working groups, there was a lot of sharing of
leading practices, areas that our sites had never even thought about. From
that standpoint, that allowed us to leap forward in our learning curve in
this area.

Mpr. J. Williams: Thank you. I would like to hand it over to Liz Votaw,
who is going to talk about how we ensure exactly who we are allowing
through the walls of our castle.

Ms. Votaw: Good morning. I am from Bank of America, where I lead
and develop strategy for authentication across all the different channels
in the consumer bank. But I am here today as a member of the board of
directors for the Fast IDentity Online (FIDO) Alliance. I am not going
to be able to answer questions about Bank of America, but I am happy to
explain what the FIDO Alliance is and answer those questions. FIDO is
different from other collaborations that have been spoken about, but there
are similarities. What makes it different is that FIDO is not a payment-
specific collaboration. Our focus is on authentication, and helping compa-
nies throughout the authentication ecosystem ensure that their implemen-
tations of authentication technology are safe and secure for consumers and
for the companies relying on them.

When you think about the authentication landscape today, there is a
lot of looking for that silver bullet. Everybody understands there are lots
of problems in authentication, and a lot of people are running quickly to-
ward the new silver bullet of biometrics. I am going to talk about the key
principles FIDO lives by and says if you are going to move to biometrics
or some other kind of authentication in a mobile device, make sure not to
make the problem worse by following some of the same problems experi-
enced with passwords.

Who is the FIDO Alliance? If you look at the board of directors, what
you see is a true cross section of every type of company involved in authen-
tication. Similar to some other collaborations, you see representations from
many players in the payments landscape, but they are not here specifically
only to focus on payments, but also to focus on access in any way to any
personal or private data, some of which may or may not be financial. The
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healthcare industry is also part of the FIDO Alliance and we are hoping it
becomes an even broader opportunity. There is a lot of commitment across

the technology and finance spaces in the FIDO Alliance.

What is the FIDO Alliance’s mission? Many people have this image of a
dog. Take that out of the picture completely. A lot of people also have this
image that FIDO is a product. It is not a product. There is no profit in this
equation. It is not a big database where all of the biometric prints sit. I have
heard everything under the sun about, “Oh, you know, talk to FIDO about
that,” but that is not what FIDO is about. What FIDO is about is devel-
oping technology specifications that companies can implement across the
spectrum. So you will see that it gets built into the handheld device itself,
built into the servers on the relying party side and it employs this specifi-
cation across the board with a certification process. There is an operating
adoption program, so we have the whole marketing arm of the FIDO Alli-
ance to ensure that this is truly getting adopted across the landscape. And
then we are going to pursue formal standardization, as was talked about
yesterday. Right now we really are just specifications until we go through
some of the broader global standardization bodies.

As I mentioned before, the FIDO Alliance was formed to solve this ugly,
ugly password problem. And in your world, it would probably be more
PIN and authorization and things like that, but when you think about
the whole ecosystem, everything comes back to these critical secrets—pass-
words, PINs, data, etc. We know we have this awful problem; we know
what happens. You are living it every day. A lot of people try to solve for
that problem by taking a different approach and saying, OK, how about
going to one-time passcodes, and solving the problem that way. While one-
time passcodes are certainly an improvement on passcodes, they certainly
are not the ideal solution for various reasons many people have experienced
themselves. They are not that user-friendly. You have to sit and wait for
your little code to come. If it is a physical token that you have to use, and
you have to type in a code, you end up with a key like a janitor’s keychain
with all the little tokens hanging off of it. It gets confusing for customers.
Which code is this, and when am I getting it, and unfortunately, it is still
phishable. We have seen in the last year that more and more of those things
are getting phished as well as intercepted. So, one-time passcodes are not
the answer. Passcodes are not the answer. What is the answer?
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What the FIDO Alliance says is, “We need a new model, a new paradigm
for how we view passwords, especially if we are going to move into this
space where we are relying more on biometrics.” When you look at and try
to analyze some of the key problems with passwords, there are consumer
issues with, “I have to remember it, and it needs to alphanumeric and in-
clude my gardener’s middle initial and I do not know what it is.” It is awful
and everyone understands that. But when you look at the way it works,
you have a consumer taking that very critical piece of data and sending it
across the wire to a server. There is a lot of vulnerability. You can interrupt
that online arrow any number of ways if you are a bad guy, or you can just
target—no pun intended—the server. So when you look at the new para-
digm, in many ways similar to tokenization, what it says is devalue all that
data and turn it into a cryptographic key environment. What you are talk-
ing about there is that the consumer interacts with their device. This could
be a mobile device or a laptop. You are interacting with that device and
proving to it who you are using a biometric, PIN, or something else. And
then that device generates a private key and stores it in the secure aspect of
that device. That private key then speaks to a public key on the server side
so then the authentication is really happening, the credential is really those
keys and no longer the biometric. Instead of looking at biometrics as, oh,
all I have to worry about if I am a big company like Bank of America and
I want to use biometrics, I need to make sure that the false accept rate and
the false reject rate are where I want them to be. Most banks are not in the
business of understanding that business. That is not their core competency.
But being able to say, OK, I have a key on my server, and it can only speak
to this unique key on this device, we can certainly understand that a lot bet-
ter. It actually takes a lot of pressure off making sure every single biometric
is at the false accept rate that you need, and you can start to evaluate the
risk you are using to determine how much security you really need out of
this device.

When you look at what FIDO offers, it is a standard or a set of specifica-
tions that can solve for two different business or use cases. One is we want
to get rid of the password and replace it with some sort of device-centered
biometric. FIDO has a standard for that. Or, not all devices are going to
have biometric capabilities, so how can I still use the FIDO standard? I can
still keep my password environment, but instead of the one-time passcode
I can layer on top of it a universal token. In some cases that is a physical
token; in others it will be built into a device so it can be incorporated there.
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When you look at the FIDO Alliance’s key principles and you start to
think about implementations across the board, if you follow these key prin-
ciples, then you are closer to being in conformance with FIDO than if you
did not. So, no third party in the protocol, no secrets on the server side.
Think about the problems we have gotten ourselves into. To this point, it
has been breach, breach, breach, breach because we have secrets that are
breachable and we should not be so arrogant as to think we can perfectly
secure all of that. Just like you have been saying about devaluing the data,
do not take your favorite thing that you do not want someone to have, and
leave it in a jewelry box for someone to break into. Only leave your crappy
stuff that nobody wants in there. Leave nothing there that is worth taking
and you will be in a much better position. Biometric data creep people out.
They do not want it in the hands of big bad banks, others and government.
They want to keep it close. So, keep it in the device, so it does not go any-
where and what happens to their biometric is between the consumer and
the device. That means that if I am a bad guy and I want to remotely steal
fingerprints, I have a lot of work to do. I have to fly to the United States and
start stealing 2 million devices, instead of sitting in my hotel room in, we
will not name the country, opening my laptop and starting to hack.

No linkability between services, no linkability between accounts. If 1
have a FIDO-certified device, and I will talk about what that means, and
I enroll my device with PayPal, and then also with Google—just because
Google and PayPal accept FIDO does not mean they share any information
about you—it is completely separate. Look at what the FIDO Alliance has
accomplished, similar to the collaborations we have talked about. The pub-
lic specifications, you can go to the website today and pull off that specifica-
tion. It was publicized in December and companies have been building to
that. In 2014, we saw adoption by some key players, PayPal, Alibaba and
Google. This is clearly a global group, not just a U.S.-focused group. Today,
if you are a Google customer, sign up for two-factor verification, two-step
verification, it will give you a choice. You can use a one-time password. It
will send you the SMS, or you can go to Amazon and buy a little token.
And you put it in your USB port and it functions as your second factor.
You do not have to put in any codes. You just put it in your USB port. So,
someone would have to get your password and your device because this to-
ken only works in that device. In 2015, we saw more momentum with Mi-
crosoft announcing that Windows 10 would support FIDO. Qualcomm
has said their chips will now support FIDO in devices where they have
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been placed. Google has expanded its use of the token to Google at Work.
And NTT Docomo, the largest Japanese wireless carrier, has announced a
whole line of FIDO-certified devices. There are a bunch of other compa-
nies that have gotten FIDO certified. And perhaps of most interest, it now
is a public-private partnership because the government is joining the FIDO
Alliance. The National Institute of Standards and Technology just joined,
and the U.K. government just joined. So it is your turn to join, and ask me
any questions that you have about the FIDO Alliance.

Mpy. ]. Williams: Any questions for Liz?

Myr. Horwedel: My question is that given the fact that we are about to
see a huge increase in e-commerce fraud as a result of moving to EMV,
and the merchants are going to bear almost all the associated costs, should
we pay any attention to resurrecting 3D Secure, which was a very poorly
designed product in the first place that resulted in gross abandonment of
purchases during the process. I understand it has been redesigned. Should
we go down that path, or can we expect something to materialize, or has
it already materialized, that we should move to rather than fooling around
anymore with 3D Secure?

Ms. Votaw: 1 cannot really comment on 3D Secure, but I can say that
there are Web solutions as well as mobile device solutions that FIDO offers.
As I mentioned, Microsoft’s Windows 10 opportunity means that if you go
on the new browser Microsoft is introducing—Microsoft Edge—when you
interact with any of those companies on the Web, if any of them accept a
FIDO authentication through Microsoft Windows, then you will be in a
much better situation from a security perspective. I think the future is very
bright for innovation and technology, and really what the FIDO Alliance
is saying is go down all of those paths, but do it smart. Do it according to a
standard that everyone can sign up for.

My. Horwedel: And correct me if I am wrong. You are also saying that
you are focused in an open standards environment rather than a proprietary
standards environment. Is that correct?

Ms. Votaw: Completely open source, yes. The only thing you pay for
in this environment is if you want to say that you are FIDO certified,
you go through certification and pay a small fee. And then to implement
FIDO, it is open source, but there are vendors you can hire to do the imple-
mentation, so you can buy the server from the server vendor. If you are a
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merchant, and you want to have an e-commerce site and be able to accept
FIDO devices, you can hire a FIDO vendor or you can build it yourself. It
is open source.

Mp. J. Williams: Thank you for the question. One thing that strikes
me listening to the panelists is that to be successful in any of these col-
laborations, it is very important to define the scope and focus on those

deliverables. How do you measure effectiveness or whether you have
succeeded? Charles?

Mpr. Bretz: That is a good question and I think there are a lot of met-
rics out there, and of course, more metrics that we could collect on those.
It is a challenge for us on the cybersecurity side. You see these published
numbers—$10 billion are lost or $1 billion are lost, and it is done by an
estimate by some outside firm, and it is not really tallied where we would be
audited and have audited numbers. Back to the card brands, they certainly
can measure chip-to-chip transactions; they can measure the fraud as a per-
centage of payment volume and those types of things. We are going to have
to look back to card brands. NACHA collects statistics in that area. What
we are going to have to do is look to those folks in the payments area that
collect that data. Certainly the Federal Reserve does a study every couple
of years on the losses, and so those are the measurements I would want to
go back to rather than the headlines we sometimes see in the trade press.

My. J. Williams: So you are looking at a financial metric?
Mpr. Bretz: Right.
Mp. J. Williams: Nancy, what does the success look like for you?

Ms. O’Malley: The objective measures certainly are an important aspect,
and that is why one of the essential things the PSTF felt was important
to contribute was data on migration to EMV. We are getting ready also
to launch surveys about utilization of tokenization as well as encryption
because it is really the suite of these technologies that will work together
to create a safer environment. Those are the objective things. But probably
the more important things are the subjective things, the partnerships being
built, the networking that is occurring to share thought leadership. FS-
ISAC certainly does that in the cyberspace, but in the payment ecosystem
that historically has not happened between competitors. Of course, we have
to be very careful and monitor the space in which we do that, but in the
security space, it probably is the easiest place for us to come together and
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collaborate. So, we are measuring success by publication of thought leader-
ship papers, the feedback we receive, the requests for more information and
data, tasks from our executive committee, what we need to continue to do
or tackle next. Those are what we are looking to as subjective measures of
the progress being made and our success.

My. J. Williams: So it sounds like you are looking at the metrics and
working that out, how they are evolving, to the things that you are doing to
try and secure the rest of the payments system?

Ms. O’Malley: Absolutely.
Mpy. J. Williams: Sandy?

Ms. Kennedy: We do not have specific metrics other than the same com-
mitment we had from all the associations involved over an eight or nine
month period. We had literally hundreds of hours of conference calls, in-
person meetings, and that is the same commitment and involvement from
both the retailers and the financial services and other players in the ecosys-
tem. It speaks for itself that we had that kind of participation and that we
have ongoing conversations, less formal perhaps, but ongoing partnerships
and conversations that are occurring and understanding that we have a
commitment to a shared customer that we need to protect.

Ms. Votaw: My answer is easy. Adoption. That is how it is measured. The
more companies that say we are going to take the time and build security
into our whole process, the more successful FIDO will be and the more
likely it will be to spread across sectors beyond financial into healthcare and
other areas that desperately need help, and consumer behavior. If consum-
ers start to really adopt biometrics as a way of life, but feel comfortable
about it and feel protected, then FIDO has been successful.
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